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ABSTRACT

Malware attacks become more prevalent in the hyper-connected society of the 4th industrial revolution. To respond to
such malware, automation of malware detection using artificial intelligence technology is attracting attention as a new
alternative. However, using artificial intelligence without collateral for its reliability poses greater risks and side effects. The
EU and the United States are seeking ways to secure the reliability of artificial intelligence, and the government announced
a reliable strategy for realizing artificial intelligence in 2021. The government’s Al reliability has five attributes: Safety,
Explainability, Transparency, Robustness and Fairness. We develop four elements of safety, explainable, transparent, and
fairness, excluding robustness in the malware detection model. In particular, we demonstrated stable generalization
performance, which is model accuracy, through the verification of external agencies, and developed focusing on explainability
including transparency. The artificial intelligence model, of which learning is determined by changing data, requires life cycle

management. As a result, demand for the MLops framework is increasing, which integrates data, model development, and
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service operations. EXE-executable malware and documented malware response services become data collector as well as

service operation at the same time, and connect with data pipelines which obtain information for labeling and purification

through external APIs. We have facilitated other security service associations or infrastructure scaling using cloud SaaS and

standard APIs.

Keywords: malware, trustworthy AlI, XAI, Al lifecycle, MLOps
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2.3 MLOps(Machine Learning Operations)
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Data cleansing Feature Engineering Model
and extraction E> and Vectorization E> ode

(1] Data

S Language
Safe Safe

Verification
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© XAl analysis

Fig. 1. Core technology for each stage
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Table 1. Technology Description

Skill Description
Good Data Sampling data. with data
cleansing
Generate binary
Labeling class/multi-class labels with
detection types from Global
Vaccine
Various vectorization
algorithms (Inst2Vec, One-hot
Vectorization Encoding, etc.) and
independently developed
algorithms (Binary Level &
Difference)
Using BERT to learn API
Language
model Sequen.ce and cuckoo
signature
Quickly detect malicious code
. variants (new malicious code,
Reinforcement .
Jearning .etc.) by l.earmng PE .
static/dynamic extracts with
DQN
Hold-out Test with sufficient test sets
Validation across the entire dataset
Multi-dimensi | Analyze data with statistical
onal analysis | analysis, outliers analysis, etc
Model verification and
XAl analysis analysis on features using
SHAP and PDP
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3.3 HlolE Ed & F&

dlelel Al Al ®dlle] AR83h7] 918 A
= A& AR gt AAE exe A
A 2 AHENE 57 ek oy FE5 A
shodar, AFAQ s -r]ﬁ}":] A Aol
wg|sle} 244 sk Bl=<= 7ike] BRD(Binary
Relevance & Difference) 2 ©]&-3}5it}.

331 Hlol&f FH|

dle]e] AAE VirusTotal®] scored o438}
Fafsldrl. VirusTotal> 7001 7 wWxlAbe] B4
A5 BEUZE o oF-F Igstar, JAolzta #
Astz WAlAle] A4S scoreR 3gdth St
3% dlolel 9] VirusTotal score?] HEEEZ&
Fig.2.¢} v} wialare] Azt ot gAo] EA)
3t 30 ol3k 7k dlolHE AAS v Al
A7} tAdelel AAEE 3}l scoredt FhAF T
4 Aol 7}FAE Fofste] dHlole] AEHE A
gslodet. wlole] AHA| ©]F, Table 29} 7] API
3-gram®] & Aso] 8%7} #A=ESlAL, Precision,
Recall, Fl1-Score7} E%F 8 #EEF Hrh
(Table 2= 27| Zde] AT 2 o|F mdl s|A

35000
30000
25000 | g
20000 { |
15000

10000 8034

5648
5000 wm B 0 288

11415 16-20 21-25 26-30 31-35 36-40 41-45 4650 61-55 56-60 6165 66-70 71-75

Fig. 2. VirusTotal Score histogram of exe
dataset. Since score 1 to 30 are ambiguous
sections to determine whether the file s
malicious or benign, we removed these data
from the dataset.

Table 2. Upgraded performance after cleansing:
about 8% improvement

Cleansing | Accuracy | Precision| Recall | F-score
Before 85.7% 83.7% 88.5% | 86.0%
After 93.8% 93.5% 94.2% | 93.8%

332 Hlo[H F=

gk T4 e &
t}(Table 3).

Table 3. Extraction method by file type

File Type Analysis Type |Extract Method
Static PE
analysis Byte
exe —
Dynamic Dynamic info.
analysis API sequence
Static Stream
Document .
analysis keywords

3321 PE X F&

exe 3¢ 7A$ Python zlolBzg]E o]&3}
o] AARY Ho|HE 353 4 qlr}. PE & 2
7+ Qg ARE & 9 slFsle] doleAS TA
st

3322 Byte & F=
PE stele] byte ABE FE3t0] Fig.3.3 o

|
sted AA o] EE ofn|x|StetaL 2lAfe] A& A1det
sict.

Fig. 3. Image of exe byte data. It is an byte
image from an exe file, it showed malware
families sometimes have a certain pattern.
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4 4 dole= 7MY #7lA PE 3tdS A
A APAA P& AHwoltl Cuckoo Sandbox?
7P 7ol Tlds Aty UENT AR Z=2

AR HAAEZ AR 5] 54 B4 dolg

3.3.24 API sequence &

API sequence= PE Fd¢] APl 3% AHE=,
PE ¥do] A3k 95 & § gl HWolr}, o]
= 53 B4 dolg 3% AFEA API call
sequence Hlo|E] FE-& FAEIAC
3325 &4 "oy F=&

48 A F=e] OLE(Object Linking and
Embedding) ¥4 FFo4] AEE 2% Z HgS

2 olgalel 7191=E sl dolelE FEsioleh
3.4 TA AXL0IZ o Hef

FZo] Tt dolHe AV} EpHoz 4
T UEF IH Qxol® Agle] Hasta, API
sequence 2 At dlole|:= WE|3} zhgjo] &

[t
3.4.1 APl sequence 7=

API sequences 2k do|go|m& A7} &
T F UEE FAE uHF= HE3) Agle] 3.
sio}, WEs) ol WEg EAMMAS N-gram
wWejel 1 onlE gdsteE Y= guide
Word2Vecs AH&3lodet. Waste] 7 wAle] A%
S nl@slr] ¢35ty CountVecd®} LabelEncoder
WE S w5tk Word2Vecs o]43 7]1& &7l
= JAVAS} C9 APIE tiio2 APIS A4
AT onl fAAS Fdske Ay Qa7
API2Vec (Fig.4.)(20)3}, opcoded E|3}3t
Inst2Vec(21) AHI7F gleh. N-gram #lE]3te] 4]
= AEFEAE Feke RlEg SANAE 245k
t}. N-gramol|4]+& feature selection &arz|&4l
MI, IG(lER3]), CHI & ol&3t] 4 715

Java Vectors Java to C#
Transformation
Java | Matrix
Java APls —» Word2Vec — /—1-
———b
Model N . oo
1 Transformation ooo
—>
o . Module 0oag
( . 5 A ooo
CiAPls — Word2Vec — /—»:; - 4xd
L J I~ L X dy
Model
dy
C# Vectors
Fig. 4. API2Vec architecture(20)
J A B c D E F G H
1 [filename |regqueryvigetsystemildrgetproc ntclose ntcoutputdeb process32i regenumk
2 d7dd5584¢ 0 0.438964 0 0.608187 0 0 0
3 d2c55c6da 10.78931 3.16469 1.668112 1.021074 0 0 0431867
4 c0697de93 0 0 0 0.304094 0 0 0
5 8727b636¢ 3.451602 0 0.194909 0.815014 0 0 0
6 b97fee317 5.197663 0.695741 1.375137 0.575585 0 0 0
7 fd2a02509. 0 0 0 0 0 0 0
8 b41fff596d 9.503962 0 0.698741 0 0 0 0431867
9 8d81b4fc5 10.89786 1.928069 1.377243 1.226441 0 0 0.431867
10 835e6e0f8 0 0 0 0 0 0 0

Fig. 5. N-gram Vectorization Results
A% Tk 1EAsh WESE olgste] welstshe
AA A BRD welde ALgshaleh wels)
ZA3}+= Fig.b.9F #2h.

3.4.2 Feature Selection

AL 5% 919 geia kel dlolel 2
: gl

| .

Feature selection Wl  Wrapper,

Embed, Filtering %ol glen o] e

wrapper WY % stepwise selection¥}

filterings F2 AFE3t] A9 feature sets
zholjoict

g
9 oo mdls Adsle] wE Bl nd /\]?ﬂj_\_ |

g g gl olo] mdl feature selections
Ak Zksleley mds ARSIt o] % md BAE
e 7+ wdlof] AMEE dlolele} dwe]Eel| ik
ARHE

= Algste] FAdS #nd 5 g sl
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351 £l = XA F5E 5 slom, e HEAR gt

pre-trained %dlo] wlEsle] 9lermz 718 A}
o 2dle LightGBM, XGBoost, Random 23l9] API sequence H°JE]Z fine-tuning 3t

Foreste} 72 maled 2d& A8y, wed At}

2dl 2= CNN, RNN, LSTM %9 wds& Al&3}

drk. o] F CNN2 byte delgje} API 354 Z3jsls =Y

sequence HloJElE 98] AR, RNN3}

LSTM2 API sequence H°JEE A}&3}o] 74sbeky mdle agent’} actionel we} wA

Word2Vecs o]43l= ¢= e md2 A}43) (reward)& FHA FFA7= daelgelt}. o]

S ATolMe 73y 5 DQNS AHste] PE o]
Bl HA feature setS = 24 F33sic}.

352 =8t 22

3.6 HIOIE| 84 24

B3t wde oy gk wdlg Aglsls wyew

Multi Modal, Ensemble 52| 7|¥e] gt} o] ohxkel BAL Alsste] A EA oAbz BA]
AT E Fig.6.9 #o] PE A4 =mda Zd XAI #4 5o& do|eE #A8te] AdgAs nd
API nde] & gcored 7|HFeR =& scored oAA ks F= dHolHE ohlle 59 AL A
ehls 24 A3s wedsles &g wdls o et A} spds) ofA] slele dolg $EE &
E9c}. w3, Fig. 79 Zeo] 27 g ¥ sl AR FANA At dlole A3 U AZEF ol
RAES thA] Fg53le] 4 Foll mds X = o A 55 wEA Zx H2lE 4 9o} (Table 4
a8 ES ARk Zkar).

[:l I:l ,—‘ QW‘ Table 4. Statistical data for data analysis

(PE confirmation section! (API mbiguol N N
Type Description
B e count Number of data
® {PE ambiguous section) B 1 {API confirmation section) * mean mean
Fig. 6. Combined model using regression score std Standard Deviation
min minimum value
1 | 25% 1st quartile
i[ Feature Hidden i N N
Lyector ['”D“"ﬂvef][ layer ox 50% 2nd quartile, median
Featurs [mpuuayyM Hidden [ Mergng ]{deden \ayer][m(pmaverﬁ 75% 3rd quartile
i max maximum value

Hidden
layer

i [ Feature
i | vectorn

[ Input IayerJ

) . o AlZtst 2
Fig. 7. Composite model combining several 3.7 Azt =4

single model

Azksbe wdlolH g o] 47k WA

oFe] woleE el el 4 Gk A5
Ax A A

353 olo| = =
fsoleh, AEAA gl AHEA

API sequence I—] ]E‘]Q—]— 7E—‘°: ] Py 1:1]0] 1% alL Zdr/al'a}_ ‘{[: 9\)\ /K]7]—§’]'—_ E'SH E” ] 1 T']:_L&}. 2
AR S olade] Seai Aol o Be U A4, 0% A4S Faso] md d3el g ¥
odo] mdo] ZAsled o] AToME 2 F WA v 7hsAS Atk AAA el 555
BERTS Ale3ledcl. BERTES AMgsle] API AA oz Fetst dolelel mdof gk s
sequence HlolHE 3FabH ov|el A ARE AT ¢ gle] Saf AA S Eekr
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wd 7k qlole] s

3
nds A5z o 223 7]EE B AFE =2
% SHAP# PDPE AH-3kh

R
SHAPS: s]A < w2 o5 Was 43k, 7
o FRE, Sl T F A} 1 ghE e
& 4 9o, PDPE 4

Haks A4 5 sl

oo o pd

o] wistel] we o=

. Analysis | Extraction Accuracy . Resource
File type Runtime | .7, .
type method LGB XGB RF CNN LSTM utilization
) PE 93.55% | 94.55% | 95.21% - - low low
Static - -
Byte - - - 84.92% - high high
EXE Dyfﬁgm 93.08% | 93.68% | 94.12% - - low low
Dynamic AP
95.89% | 96.29% | 97.59% | 97.44% | 96.93% | middle high
sequence
PDF 99.98% | 99.95% | 99.98% - - low low
0, 0, 0, — —
Document Static hwp 99.92% | 99.98% | 99.98% low low
MS 99.98% 100% - - low low
Ofiice
E”O]Ei,q Hd-?—]&]— %T‘% % '/F 9}"{;‘* —é‘]iil‘j’g [Reliab\eAIFrameworkforMalwareResponse]
sto] a2 Fow AAste EAle] rhesta, o]
Ao dlole WSS mdste] Al WF delHE [Model ]{Model ][Model Moetanedmodel] (Dataset Upload ] (DataSet Analysis |
A]Hif‘f_l— .’;\_ 9\}]\% tl}i%%% /Kll}'i]— _3]_034 Creation || Analysis || Compare | | analysis B
Histogram
B omRold A ZAAAIE Tl A2 s ) Gl e D
o dolEle] FR} SAME WL 5 gEE
A3t (P i (Gee) fod)

Fig. 8. Trustworthy Al framework for malware
response

clegt e 84 wlolel 331 34 daelE
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= =
3 A7, Bl AR aEfsle] Asisint
thel wlel] el zF 23 w2 wd 83
w2 Ag Az Table 59} 7}
A exe Fdo] #E AF}E B, PR TA

A F2 WS Al AZtE A3 2R AHER
, byte AH F=2 A5ol=
sl ol Alzke] o Ay]ar, o]wA] Egpal W
F A AREe] =2 Aol w3 AEwrt Axs)
o} =3 byte AHEE exe Fdo] FAFHE AH$ d
o€]7} Ll=le] b4y wlolel & AAsA| ¢l API
walgy ==el LGB,

i}

sequenced] 73-Foll=

-
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XGB, RFelA+= &5 Al7be] wigA|qt g8y = o 5 A5 E3le A3 WS 2| g
9l CNN¥ LSTMell = ghepo] 22 Agel =
gk FQ23F sequence Zeol7} HA 20000t H Table 8. Reinforcement learning  model
Y. A9 Ag-Fo] =gk}, performance comparison
A4 #d PDF, HWP, MS-Office - w} Feature . Resource
Accuracy | Runtime | ... .
2 A3 A7t Je A AMEE B AHFEE B count utilization
o}, Before 144 95.21% . .
M high middle
wde| 97} Avke werow whel mde] xe g After | 10 | 94.33%
Hze A8 = WS PE, ¥4 &4, API
Sequence, A Il ~EF F)9= FF by 733kt A-83 A= Table 89 3t} 7]
ol wizA <53 4 9l LGB, XGB, RF <& feature set¥} 7;3Fstas o] 83k 22 feature
a8 ES A4kt setell thgk HlJLC’]EP Az A Gl 144700 B
3l 10709 FARE AFds] £2 AHeg Hola sl
Table 6. Multi model performance comparison ARk &gy A7ke] wig- Ao FrslEkgs o] 48 I
A5 2= ) = BAS B3} uld o] A
Model B f Aft R t Resource Z% i = }\E—]:E]' XAI - i} o- <] -0] :1—_ =1
type GueHE e RELELIE utilization Xés}‘:]'——l %Ls}(}\iu} E]r*i 70]-§].tﬂ|‘—’§-.€_ {ZH :—}_Eﬂ
Score | 93.55% Al Zell= AE3H4] oL F%F A3}t A7 23
95.28% low low - N
model | 93.83% stod A48 oA et}
D(Li‘ 1 84.92% | 88.64% high high
mode Table 9. XAl model performance comparison
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